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Scientific and technological revolution has had significant social changes, the most important of which is the emergence of a new kind of public relations and public resources – informational ones. The latter differ from the known resources by a number of features, namely:
1. They are non-expendable and not subject to the physical but moral deterioration.
2. They are not material in nature and are not reducible to physical media, in which they are embodied.
3. Their use can dramatically reduce the consumption of other resources, which ultimately leads to enormous savings.
4. The process of their creation and use is performed in a special way, with the help of computer equipment.
Information has become a fundamental principle of modern society, the subject and the product of its work, and the process of its creation, collection, storage, transmission and processing, in turn, has driven the advances in the field of production tools: computer technology, telecommunication and communication systems (Balkin, 2006). 

In other words, the information has become a product of the public (information) relationships, obtained commodity features and become the subject of sale. Consequence of information processes occurring in the society is the emergence and development of new social relations, and change of the existing ones. For example, now we can already state a significant amount of the contractual relationship related to the production, transfer, stockpiling and use of information in its various forms: scientific and technical documentation, software, databases, database management systems.
The emergence of the compact and relatively inexpensive personal computers on the market in 1974 has made it possible for unlimited number of people to connect to powerful flows of information. This gave birth to the issues of controlled access to information, its safety and soundness. Organizational measures, as well as software and hardware protection, have proved not to be effective enough. Particularly severely unauthorized interference manifested itself in countries with high level of technology and information networks development. Forced to resort to additional security measures, they began to actively use legal, including criminal, law remedies. International organizations, in particular the Council of Europe, felt it to be necessary to explore and develop a draft of a special convention on the problem of crimes in the sphere of computer information. In the field of information processing technologies legislation often does not keep pace with the development of technology, and the training of law enforcement personnel is inadequate to meet the challenges associated with the detection and control of this new type of crime. The absence of a clear definition of computer crime, common understanding of this phenomenon makes it difficult to identify problems of law enforcement in formulating a common strategy to combat it (Csonka, 2000).
Computer crimes can be subdivided into two broad categories; crimes that are related to the interference with the operation of computers, and crimes using computers as necessary facilities.
The following are the main types of offenses related to the interference with the operation of computers:
1. Unauthorized access to information stored in a computer. Unauthorized access, as a rule, is performed using someone else's name, changing the physical address of technical devices, using the information that remains after authorized user, modifying software and hardware, is accompanied by the theft of information carrier, installation of the recording equipment and its connection to data paths. There are cases when a person enters into the computer system by posing himself or herself as an authorized user. Systems that do not have authentic identification means (e.g. by physiological characteristics: fingerprint, retina image, voice, etc.), are defenseless against this technique. The easiest way to implement it is to get the codes and other identifying information of authorized users. Unauthorized access can be carried out as a result of a system failure. For instance, if some of the user's files are open, he/she can get access to the parts of the data bank not belonging to him/her.
2. Input into the software of “logic bombs" that are triggered when certain conditions are met and partially or completely disable computer system (Grabosky, 2006).
3. Development and distribution of computer viruses. "Trojans" are able to enter the communication network from one system to another spreading like a viral disease.
4. Criminal negligence in the design, manufacture and operation of software and computer systems, leading to serious consequences. The peculiarity of computer negligence is that unmistakable program basically do not exist. If a project in almost any field can be done with a huge margin of reliability, such reliability in programming is quite relative, and in some cases almost unachievable.
5. Counterfeiting of computer information. Apparently, this kind of computer-related crimes is one of the most recent. This is a kind of unauthorized access with the difference that, as a rule, it can be used not by an unauthorized user but by the developer himself or herself, who has significant skills. The idea of the ​​crime is in counterfeiting of output data of a computer to simulate the performance of large computer systems. At sufficiently cleverly executed forgery it is often possible to present to the customer the obviously defective product.
6. The theft of computer information. While "ordinary" thefts fall under the existing criminal law, information theft problem is much more complex.
It should be admitted that the process of computerization of society leads to an increase in the number of computer crimes, their share in size of amounts abducted in the total number of material losses from ordinary crimes. Losses as a separate state due to such crimes can reach enormous size in a few minutes.
The paradox of computer crime is that it is difficult to find another kind of crime after the commitment of which the victim does not show any interest in catching the offender, and the offender being caught strongly promotes his/her activities in the field of computer hacking. This paradox can easily be explained psychologically. Firstly, the victim of computer crime is absolutely convinced that the costs of its disclosure (including losses incurred as a result of loss; e.g., loss of reputation by a bank) are significantly higher than the damage itself. Secondly, a criminal becomes well-known in this business and the criminal world, which then allows him/her to capitalize on the acquired knowledge and skills.
Since criminal law is based on the legal definition of crime, the essence of any crime is that it changes and breaks the specific social relations that represent the definite the link between people over the material, social and ideological values ​​protected by criminal law provisions. What concerns the object of a criminal assault, it is, of course, information, and the offender’s actions should be seen as an attack on the information relation of a society. The subject of this type of crime can be either general or specialized.
The subjective side is most commonly expressed with intention; however, in some cases, computer crime can be committed by negligence. Therefore, the computer crime stands for socially dangerous acts, in which machine information is subject to criminal assault provided by criminal law.
Methods of Computer Crimes Commitment

The most important and defining element of any forensic characteristics of a crime including digital crime is a collection of data describing the way it has been committed. Methods of digital crimes commitment are commonly divided into 5 groups (a) seizure of computer equipment; (b) interception of information; (c) unauthorized access to computer equipment; (d) manipulation of the data and control commands; (e) complex methods.

The first group includes the traditional, non-computer, crimes in which the offender intends to seizure someone’s property.

The second group includes ways of committing computer crimes, based on the actions of criminals to obtain the data and machine information through the use of audio-visual techniques, and electromagnetic interception (Jaishankar, 2011).

The third group of computer crimes methods is criminal actions aimed at gaining unauthorized access to computer equipment. These include the following:

1. After the fool. This method is used by criminals through connection of computer terminal to communication channel via the communication equipment at the time when the person responsible for the work of computer hardware briefly leaves his/her job leaving the terminal in active mode.

2. By tail. Using this method of information retrieval, offender connects to the communication line of the authorized user, waits for a signal indicating the end of work and intercepts it to himself/herself gaining access to the system.

3. Computer boarding, which is essentially a preparatory stage of computer crime. This method of committing computer crime is implemented by a criminal through a random iterating of account numbers of a computer system using a modem device. Sometimes, for this purpose a specially designed a home or factory-made program for password automatic search is used.

4. Unhurried choice. With this crime method, the offender performs unauthorized access to a computer system by finding weaknesses in its defense. This method is extremely common among the so-called hackers. In the Internet, there is a constant search, exchange, buying and selling of hacking software. It should be noted that every program certified by the state has the so-called black door supposedly secure system; however, this is not a well-known fact. The following fact may serve as an example; Saddam Hussein was defeated long before the Gulf War. The Mirage aircrafts, which were at his disposal, had been provided by the French manufacturers. The insidious sellers assured the buyer that the electronics of the aircrafts had a maximum protection against any unauthorized access. However, when it came to war, this protection was broken immediately by a code signal, which had been sent around ingenious system. The aircraft onboard systems were turned off, and the dictator remained without aviation (Walden, 2007).

The fourth group of computer crimes methods includes criminal activities related to the use of methods of manipulation of computer equipment data and control commands. 

International experience in fighting crimes indicates that one of the priorities of an effective response to today's criminal activity is the active use of different preventive measures by the law enforcement authorities. Most foreign experts clearly indicate that preventing computer crimes is always much easier than their revealing and investigating. 
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